PRIVACY IN THE DIGITAL AGE
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INTRODUCTION

The evolution of the concept of “privacy in the digital age” has been almost
as dynamic as the technology itself that has driven humanity’s mastery of our
planet. The American roots of the “privacy in a digital age” concept began in the
troubled birth of a nation. It endured an uncertain adolescence as conflicts arose
because inventions and technological advancements allowed drastic increases in
a government’s ability to intrude on the communication of its citizens. It reached
maturity as society continues to attempt to balance the tension between modern
technology and historical jurisprudence on what may very well be the most
significant constitutional question of the twenty-first century.

A. The History of American Privacy

Even the most casual student of American Constitutional scholarship will
note that the notion of “privacy” as a distinct legal construct is lacking in our
founding documents.! Efforts to piece together a semblance of its preconception
is challenging at best in the common law, Magna Carta, and the English
parliamentary reforms following the Glorious Revolution of 1688.> One piece of
what was destined to be known as the privacy “penumbra” emerges in the Third
Amendment to the U.S. Constitution®—a somewhat surprising conclusion
considering that the more frequently invoked Fourth and Fifth Amendments seem
to receive much more scrutiny and acceptance as a constitutional basis of privacy
in both legal theory and practice.’

The prohibition of the quartering and maintenance of soldiers in the private
homes of a free citizenry inherent in the Third Amendment would appear to be
a quaint and outdated historical need to house an army to ward off attacks from
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French and Indian encroachment on the frontier in the mid-1700s.” Yet this
conclusion seems to contradict basic military tactics of that period.® British
troops were seldom quartered in private homes along the frontier; rather they
were stationed in forts along strategic locations such as river convergences and
mountain passes.” Besides the protections these fortifications provided, there was
a practical need for not having troops spread out over large geographic distances.®
The “Brown Bess” musket, standard issue for the British army at the time, was
a highly inaccurate weapon.” Lacking a rifled barrel, soldiers carrying these
muskets were traditionally ordered to form a line against a similarly equipped and
organized opposing force.'’ British soldiers stationed in American cities in the
years leading up to, and during, the American Revolution would have had a role
more akin to an occupying military garrison.'" The Third Amendment prohibits
this function of government intrusion into the privacy of its citizenry.'

Having eyes and ears present inside the homes of citizens would have been
an extremely effective method of intelligence gathering in the Age of
Enlightenment.” A solider would report any suspicious or disloyal comments or
activities to their superiors while discouraging dissent."* The technology did not
exist to record or gather intelligence from great distances.”” Nor were most
communications physically recorded by their content, participants, or duration.'®
What would later be known as “Humint”—human intelligence—was the primary
means of acquiring knowledge of potential threats.'” The Third Amendment
played a critical role in protecting privacy in the early days of the Republic.'®
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B. American Privacy in Today’s Society

By the dawn of the twentieth century, technology had dramatically increased
a person’s ability to communicate across greater distance than previously
imagined."” The telegraph, followed by the telephone, radio, and eventually
television provided the means to disseminate information through new
mediums.*® However, technological advances also increased the ability to track
and identify communication on a grand scale.”’ The 1920s saw the first use of
wiretaps by the U.S. federal government in criminal investigations.”” The
landmark 1928 U.S. Supreme Court decision in Olmstead v. United States defined
for a generation the government’s ability to wiretap telephone conversations
without a warrant.” This gathering of evidence would have been impossible
without the new technological means to do so.** In Olmstead, prohibition officers
used wiretaps to determine that Roy Olmstead and others were violating the
National Prohibition Act.”> The Court determined that the Fourth Amendment’s
protection of houses, persons, papers, and effects did not extend to telephone
wires.”® Furthermore, Chief Justice Taft in his opinion drew a clear distinction
between the physical search and seizure of evidence secured only by the sense of
hearing.”’

This distinction has a modern corollary that has been in place for nearly thirty
years, which is roughly the time it took the U.S. Supreme Court to reverse
Olmstead in its 1967 Katz v. United States ruling.”® In 1986, Congress passed the
Electronic Communications Privacy Act.” This legislation bifurcated the
protections afforded to private documents and communications.” Documents
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that were typed or written physically were granted greater constitutional
protection than those that might be stored in an electronic format.’ Likewise,
conversations that were spoken face-to-face were viewed differently than those
transmitted over the airwaves or by wire.”> This statute provides the impetus for
much of the confusion and conflict regarding privacy in the digital age.” Itisa
law that is in desperate need of revision, if not repeal.

It may be useful to consider the level of technological sophistication in 1986
to determine which is more antiquated—the method of communication in use at
the time, or the laws that govern them.** The “facsimile machine” was considered
state-of-the-art in sending written documents across great distances through the
growing number of fiber optic telephone lines.”* Fiber optic transmissions began
to usher in a new stage of communication—the Internet.* The rate of
transmission between computers was an impressive—by the standards of the
time—several hundred characters per minute’” The Commodore 64 was
eponymous for the nascent personal computer industry, achieving a storage
capacity of 64,000 bytes of information—not enough to store this article on its
hard drive.”™ Floppy disks could add a few thousand bytes of additional memory,
provided one possessed a disk drive roughly the size of a shoebox to read its
data.*® Cell phones were largely confined to automobiles because of their need
for a power source better than the internal battery technology of the time.*
Email, chat rooms, the World Wide Web, on-line auctions, Microsoft Internet
Explorer, iPhones, satellite communications for non-military purposes, digital
conference calls, electronic bill paying, and a host of other modern electronic
conveniences simply did not exist or were in their infancy.

All of the aforementioned technologies are subject to the uses and abuses of
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the Electronic Communications Privacy Act of 1986.*" It would be as if in the
decades before the invention of the printing press, a government guaranteed the
freedom to self-expression only in handwritten documents and books, and this
law remained in place once printed newspapers, broadsides, and pamphlets were
the societal norm. One can imagine Thomas Paine furiously scribbling copies of
Common Sense as he sought to share his ideas of liberty and freedom with his
countrymen.** As new technologies are integrated into modern culture it becomes
increasingly difficult for those living today to appreciate the difference between
the printed word in an electronic format and the hard copy one—just as people
a few generations ago would have failed to differentiate a printing press from a
quill and ink well.® Yet this is a distinction with several practical differences in
our legal system.

Nearly a decade ago police departments around the United States began
purchasing devices known as “Stingrays.”** These devices, the size of a laptop
computer, would send out a fake transmission to cell phones and Internet enabled
computers in order to fool or “spoof” them into communicating with the device.*
Once connected, the person operating the Stingray could access all information
on their phone or computer.*® Any emails, texts, websites recently visited,
calendars, telephone numbers, contact data, photographs, and documents stored
in the memory of a cell phone or laptop computer are subject to the search and
seizure of any police department possessing this device without a search warrant
because of the legal differentiation between written and electronic information.*’
Many civil libertarians once aware of the existence of these devices questioned
the possibility of governmental abuse.* They frequently met resistance in their
attempts to ascertain the circumstances and frequency of government’s use of
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Stingrays.” The Author of this article, who, in his capacity of Indiana State

Senator, is drafting legislation to limit the use of these devices without a warrant
by state and local law enforcement, was denied this information when he
requested it in 2012. The Indiana State Police even refused to confirm they
possessed such a device citing “security concerns.”® It was only after the
National Security Agency (NSA) revelations by Eric Snowden, and a subsequent
Indianapolis Star and USA Today investigation that uncovered a purchase
agreement totaling nearly $374 thousand (the approximate cost of a Stingray)
from its manufacturer that the Indiana State Police acknowledged they had
purchased one.”’ Even then, the Indiana State Police refused to acknowledge
what “due process” they used to determine when a Stingray would be utilized.”
They stated that law enforcement would “consult” with a judge before the device
was deployed but refused to share what, if any, restraints they felt obliged to
abide by.”

Such lack of judicial and legislative oversight simply begs for abuses to
occur. Prior to his removal by pro-democracy forces, Ukrainian President Viktor
Y anukovych employed such devices to identify protestors against his government
in Kiev.”* The morning following a major rally, those that had been present
received a text or telephone message warning them that the government knew
where they had been the day before and to stop their illegal gathering.”

Unfortunately, there was similar surveillance by local law enforcement in the
United States.” In Miami, local police used their Stingray to develop a list of
phone numbers belonging to protestors during a recent rally against the World
Trade Organization in their city.”’ It is regrettable that members of the American
law enforcement community would utilize similar intelligence gathering tactics
ascribed to former members of the KGB and their affiliates. As the cost of this
technology becomes lower and the technology becomes more widespread, it is
likely that additional abuses like those documented in the Congressional
testimony surrounding the NSA data collection efforts will become more
common. It does not seem a serious reach to imagine that a sheriff deputy might
deploy such a device in a fit of jealousy to learn about an ex-wife’s activities, or
for someone to come into private possession of one of these devices for some
other nefarious purpose. The prevalence of more invasive technology, if left
unchecked, could establish conditions consistent with the worse parts of George
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Orwell’s novel, 1984.

But American society need not slip into an Orwellian nightmare. Much can
be done on both the federal and state levels to provide robust protections against
privacy violations. The most effective would be to adopt an amendment to the
U.S. Constitution preventing the distinction between digital and written
documents for the purposes of ascertaining privacy protection. Missouri is
currently in the process of amending its state constitution to do exactly that.”
Indiana will begin its amendment process in 2015 to eliminate this distinction as
well.®  The repeal or material alteration of the Electronic Communications
Privacy Act of 1986 would also reduce the potential for government overreach.
The U.S. Supreme Court recently reviewed cases from California and
Massachusetts in which citizens were convicted primarily on information found
in a digital format—in both cases the suspect’s cell phones—that were searched
without the legal protections afforded paper documents.'

CONCLUSION

It seems no analysis of privacy in any age, digital or otherwise, would be
complete without invoking the wisdom of Justice Louis Brandeis on the subject.
In his now legendary Harvard Law Review article on privacy, the future Justice
based the foundational construct of the right to privacy in that the law had not
evolved to the point society had developed to ensure a “fundamental right to be
left alone.”® His prescient words were echoed in his Olmstead dissent that
reminded one that in prior days the government had only “force and violence” to
compel self-incrimination.” In the digital age, the capabilities legally permitted
by law enforcement agencies throughout the United States would have made the
most committed members of the Gestapo, Stasi, Republican Guard, Apparatchik,
or KGB extremely jealous. While the future advancement of technology appears
to be assured, the success in preserving liberty is not. It is up to free societies that
value both liberty and privacy to refuse to yield to the seemingly unrelenting
march of governments to restrict these fundamental freedoms.
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